WEEK SIX PROCEDURE (6+1~2) 
TITLE: TRANSMISSION SECURITY 
ORJECTLVES: UPON COMPLETION CF THIS LESSON YOU WILL BE ABLE TOs 


I. DEFINE THE TERM "TRANSMISSION SECURITY" AND EXPLAIN THE BASIS FCR 
TRANSMISSION SECURITY » 


II. DEFINE THE TERM “UNAUTE ICRIZED INTERCEPTION". 
Iff. STATE THE DEFENSES AGAINST UNAUTHCRIZED INTERCEPTION. 


IV. DEFINE THE TERM "TRAFFIC ANALYSIS" AND EXPLAIN THE INFORMATION 
OBTAINED THROUGH TRAFFIC ANALYSIS « 


Ve STATE THE DEFENSIVE MEASURES USED TO COMBAT TRAFFIC ANALYSIS 


VI. DEFINE THE TERM IMITATIVE DECEPTION AND EXPLAIN HOW IT CAN NORMALLY 
BE DETECTED. 


VIT. STATE THE DEFENSES AGAINST IMIATIVE DECEPTION. 


VilT. EXPLAIN THE NECESSITY FCR TRANSMISSION SECURITY. 


a al oan eal 


Ll. TRANSMISSION SECURITY ~ DEFINITION: 
pe TRANSMISSION SECURITY IS THAT COMPONENT OF COMMUNTCATIONS SECURITY 
(COMSEC) WHICH RESULTS FROM ALL MEASURES DRSIGNED TO PROVECT 
TRANSMISSIONS FROM UNAUTHORIZED INTERCEPTION, TRAFFIC ANALYSIS, 
AND IMITATIVE COMMUNICATIONS DECEPTION. 
Be TRANSMISSION SECURITY MEASURES ARE BASED UPON TWO ASSUPTIONSs 
ws THAT EVERY ELECIRO-MAGNETIC TRANSMISSION CAN BE INTERCEPTED 
AND RECQ@RDED BY THE ENEMY. 
2e_ THAT SILENCE IS THE ONLY PCSITIVE PROTECTIVE MEASURE AGAINST 
ENEMY INTERCEPTICN AND DIRECTICN FINDING ACTIVITIES. 


TT. UNAUTHORIZED INTERCEPTION - DEFINITIONs UNAUTHORIZED INTERCEPTION TS 
THE ACT OF SEARCHING FOR, LISTENING TO AND/CR RECORDING COMBMUNICETIONS 
EMISSIONS FOR THE PURPCGE OF OBTAINING INTELLIGENCE» 


Iii. D re AGAINST UNAUTICRIZED INTERCEPTIONS 
A. USE THE LEAST AMOUNT OF TAANSMITTER - POWER CONSISTENT WITH RELIABLE 
COM ee CATIONS e 


IV. 


B+ INFORMATION OBTAINED FROM TRAFFIC ANALYSIS IS Us 


USE FREQUENCIES THAT ENABLE THE USE OF F THE LEAST. AMGUNT OF POQUE 
. AVOID SIMULTANEOUS. TRANSHISSIONS..ON TWO OR MCRE FREQUENCIES 
» ELIMINATE UNNECESSARY AND _TRANSMISSTONS » 


Seen ae ee 


os REDUCE TRANSMISSION TIME TO A . MONTMUM THROUGH THE USE OF STRICT 


CIRCUIT DISCIPLINE. 


TRAFFIC ANALYSTS. 


As DEEINITION: TRAFFIC ANALYSIS IS THE ANALYSIS. OF EXTERNAL 
CHARACTERISTICS OF SIGNAL COMMUNICATIONS AND RELATED MATERIALS FCR THE 
PURPOSE OF OBTAINING INFCRMATION CONCERNING THE ENEMY CRDER OF BATTLE, 
OPERATIONAL ACTIVITY, PLANS AND THE CRGANIZATION OF A COMMUNICATIONS 
SYSTEM. 
EDs 

1. AS A BASIS FCR Sars INFERENCES OF INTELLIGENCE VALUE. 

2e AS AN AID TO CRYPTO ANALYSIS.» 

3. AS A GUIDE TO EFFICIENT INTERCEPT CPERATIONS «. 

%4, AS A BASIS FOR IMITATIVE COMMUNICATIONS DECEPTION. 


“V. DEFENSIVE MEASURES TO CCMBAT TRAFFIC ANALYSISs 


Vi. 


A. TiIESE DEFENSTVE MEASURES ARE INTENDED TO MAKE TRAFFIC ANALYSIS MCRE 
DIFFICULT AND LESS RELIABLE. 
1. MAINTAIN STRICT CIRCUIT DISCIPLINE. 
2. MINIMUM USE OF PLAIN LANGUAGE. 
3. USE THE BROADCAST NETHCD ‘HENEVER POSSIBLE « 
4, USE RADIO FACILITIES ONLY WHEN OTHER MEAN® OF COMMUNICATIONS ARE 
NOT AVAILABLE CR PRACTICABLE FOR USE. 


IMITATIVE COMMUNICATIONS. DECEPTION 


DEFINITION: IMITATIVE COMMUNICATIONS DECEPTION IS THE INTRCDUCTION 
OF FRAUDULENT TRANSMISSIONS, IN Tan CE AUTHENTIC TRANSMISSIONS 
INTO G MUNICATIONS SYSTEMS OF AN ENEMY FOR_THE PURRQSE CE DECEIVING 
CR_CONFUSING HIMe EE 

Be THE PRECENCE is IMITATIVE COMMUNICATIONS DECEPTION CAN NORMALLY 

BE DETECTED THROUGH MINOR IRREGULARIEIES IN PROCEDURES, OPERATING 
CHARACTER TSTTCE at AND TRANSIITTER TONE, REPEATED REQUESTS FRR. 
MESSAGE ACKNOWLEDGEMENT, AND INABILITY. TO. AU THENTICAI (E CCRRECTLY. 
THE ENEMV'S SUCCESS DEPENDS LARGELY UPON UNSUSPECTING G2 PRECCCUPIED 
COMMUNICATIONS PERSONNEL. 
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viie defenses against imitative communications deceptio 
As BS 1 TRAINING IN OPERATING PROCEDURES « 
Be OBSERVANCE OF STRICT CIRCUIT DISCIPLINE. 
C. ALERTNESS OF CPERATCRS WHC RECOGNIZE IRREGULARITIES IN PROCEDURES | 
AND CHARACTERISTICS OF TONE CR KEYING. 
De USING DIRECTION FINDING ON TRANSMISSIONS OF QUESTIONABLE CRIGIN. 
E. MINIMUM USE OF PLAIN LANGUAGE. 
Fe CCRRECT ‘USE OF AUTHENTICATION. ‘Pose DeRose 


VIII.» NECESSITY FCR TRANSMISSION SECURITYs 

¢ As PEACETIME AND WARTIME COMMUNICATIONS ARE A SOURCE OF VALUABLE 

i MILITARY INFORMATION WHICH CAN BE DERIVED BY HOSTILE INTELLIGENCE 

4 AGENCIES THROUGH INTERCEPTION AND ANALYSIS OF TRAFFIC. 

\ UNENCRYPTED COWi:UNICATYONS PROVIDE A “WEALTH OF INTELLIGENCE DATA 

THROUGH COLLATION PROCESSES, WHILE ENCIPHERED CR ENCCDED 
COMMUNICATIONS PROVIDE CONSIDERABLE INTELLIGENCE DATA BY IMPLICATION 
FROM THE CHARACTERISTICS AND CIRCUMSTANCES CR TRANSMISSION. 


AON ee \ Be THE ANALYSIS OF ELECTRICAL TRANSMISSIONS AND THE STUDY AND INTERPETA- 
ae : TION OF THE EXTERNAL CHARACTERISTICS OF TRAFFIC, CAN PROVIDE AN 
Plena SERVISE {ITH DATA ABOUT THE OR8GARIZATION ASD FURCTION OF 
WMAND NETS AND ENABLE A BUILD UP CF THE INTELLIGENCE PICTURE 
NOIRE CRDER OF BATTLE, OPERATIONAL INTENTIONS, MOVEMENTS OF UNITS, 
_ ETC. WHEN CORRELATED WITH INTELLIGANCE FROM OTHER SOURCES, TRAFFIC 
ANALYSIS CAN VALIDATE INTELLIGENCE SO AS TO INFLUENCE COMMAND 
DECISIONS » 


_ Cs IN ADDITION TO DERIVING INTELLIGENCE FROM TRAFFIC ANALYSIS, AN ENEMY 
- GAINS FAMILIARITY WITH THE CRGANIZATION AND OPERATION OF THE 
COMMUNICATIONS SYSTEM MAKING IT POSSIBLE FOR HIM TO IMITATE 
TRANSMISSIONS CONVINCINGLY. 
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CLASS NOTES PROCEDURE WEEK SIX (6-1-3) 
TITLE: INTRCDUCTICN TO MESSAGE HANDLING 


OBJECTIVES: WHEN YCU COMPLETE THIS LESSON YCU WILL BE ABLE TOs 


1. STATE AND EXPLAIN THE STEPS INVCLVED IN PROCESSING AN CUTGOING 
MESSAGE IN THEI PROPER SEQUENCE. 


Ae RELEASED CUTGOING wiESSAGE RECEIVED IN RADIO. fs 
se ts urea Se H. A Fae $ “a 0} S| PERATURE FeO 
Be LAE T, me GF ee Avo IGNED ABD il KESSAG LOGGED IN Ui icc ING/cuT- 
GOING TRAFFIC LOG. fay 


GC. TELETYPEWRITER AND 2AD IOTELEPHONE MESSAGES 


le TELETYPEWRITER MESSAGES 


Ae ROUTING INDICATORS AFFIXED (Ex. Hvesyen Ruciwan ere) 

B. TAPE CUT AND CHECKED 

Ce MESSAGE TRANSMITTED 

De MESSAGE LOGGED IN CIRCUIT LOG 

E. SERVICE CROSS/TRANSIMISSIC! ENDORSEMENT AFFIXED AND inESSAGE 
REMOVED FROM PAGE PRINTER » 


29 RADIOTELEPHONE mESSAGE 


Ae CALL SIGN APFIXED 

Be MESSAGE TRANSMITTED 

Ceo MESSAGE LOGGED IN CIRCUIT LOG, 

D. SERVICE CROSS/TRANSIAISSICN <NDORSEMENT AFFIXED 


D. INTERNAL ROUTING AFFIXED AND MESSAGE REPRODUCED. Gé,at. ePS 20, 07%. 
E,. MESSAGE CROSSED CFF CUTGOING TRAFFIC LOG AS TRANSMITTED « 
Mae ake F. MESSAGE DELIVERED INTERNALLY. 


CLASS NOTES PRCCEDURE WEEK SIX (6-2-1) 
TITLE: INTRCDUCTICN TO MESSAGE HANDLING 
CBIFCTIVES: UPCN COMPLETICN CF THIS LESSCN YOU WILL BE ABLE TO: 


1. STATE ALD EXPLAIN THE STEPS INVOLVED IN PRCCESSING AN INCOMING 
MESSAGE IN THETR PROPER SEQUENCE. 


a a ee ee ae 


I. STEPS INVOLVED IN PROCES-ING AN INCQuING MES. AGE 
As INCCMIkG MESSAGE RECEIVED IN RADIO 
je LOGGED IN CIRCUIT LGG 


26 


RECEIVED’ MESSAGE” END CRSEMENT AFFIXED AND MESSAGE AEMCVED 


FRCM RECORDING DEVICE. 


es 


Be MESSAGE LOGGED IN /Afsenatc 


Cs INTERNAL ROUTING AFL FIXED AND Seep! AEPR CDUCED « 


fa he wo, af 3, x ‘eed i oe i en Se 


# D. MESSAGE DELIVERED INTERNALLY. 


CLASS NOTES PROCEDURE WEEK SIX (6-22) 
TITLE: INTRCDUCTICN TO MESZAGE FILES 
OBJECTIVES: UPON COMPLETION OF THIS LES: CN YOU WILL BE ABLE TO: 

I. EXPLAIN THE PURPOSE, CONTENT AND FILING ORDER AND RETENTICN 


PERICD OF THE COMMUNICATIONS CENTER FILES, CRYPTO CENTER FILE, 
AND THE GENERAL MESSAGE FILES. 


en ee ee Ces 


2 COMMUNICATIONS CENTER FILE. 


Aw THE COMMUNICATICN CENTER FILE WILL CCNTAIN A COPY am PILLER J . 
OF EVERY MESSAGE SENT OR RECEIVED BY THE COMGAND » Be CRBS OSE 


B. MESSAGES /FILLERS WILL BE FILED IN 


<n br. MESSAGES PROCESSED WITHCUT DATE~TIME-GROUPS WILL BE FILED 
, BEHIND DTG MESSAGES FOR THE SAME DATE. 


2. SEPARATE IN AND CUT FILES MAY BE MAINTAINED AT THE OPTICN 
OF THE COMMAND CONCERNED » 


C. MESSAGES CCNTAINED IN THE Cot wilN ICATION CENTER FILE WILL BE 


i 


RETAINED FOR A PERI cD OF _— é 23 AFLOAT AND t@ 
AS HCRE . Bee Te oP eo by “ “ Pe Be Sag fay _ 
II. GRYPTOCENTER FILE hh 


oe 
Ay THE CRYPTOCENTER FILE SHALL CCNTAIN A_COPY OF EACH TOP SECRET. 
aed _SPECAT MESSAGE, AND SUCH OTHER MESSAGES OF ANY CLASSIFICATION 
AS THE COMMAND MAY DESIGNATE FOR SPEOIAL PRIVACY CR HANDLING. 


Be MESSAGES wILL BE FILED IN Ofve Jim hour nen 
le THE CRYPT OCENTER FILE MAY BE PHYSICALLY “SUBD IVIBED FO \ COMPLY 
WITH STO.AGE REQUIREMENTS. “% <4" BF EE eee 
2e FILLERS FOR ALL MESSAGES FILED IN THE CRYPTOGEN ITER FILE 
SHALL BE PREPARED AND FILED IN THE COMMUNICATION CENTER FILE. | 


i 


C. MESSAGES CONTAINED In T E GRYPTOCENTER FILE WILL BE RETAINED FCR 


A PERI@D OF A Pan! AFLOAT AND go gyi cus, ASHCRE » 


LiL. GENERAL MESSAGE FILE 


Ae THE GENERAL MESSAGE FILE WILL CONTAIN A COPY OF ALL GENEE RAL | 
MESSAGES THAT REQUIRE RETENTICN BY THE COMMAND. [es fal tea ie 

‘, 

Bs THIS ILE is SUBD IV IDED. BY TITLE OF EACH GENERAL MESSAGE AND FILED 


(ALB fh AS Dw | (¢ LEO ay Ne Bodopaty Naader) 
AQNsy gi, ees 


js THESE FILES ARE GIVEN THE CLASSIFICATION OF THE. HIGHEST 
CLASS IFIED MESSAGE. CONTAINED THEREIN. 


2, TO FACILITATE ACCESS AND STCWACE, GENERAL MESSAGE FILES 
MAY BE SEGREGATED BY SECURITY CLASSIFICATION. oop soy ceive 


PY igh fs AHS Pee aq Be ae pe 


Se CANCELLED GENERAL MESSAGES MAY BE DESTROYED AND THE FILLER 
(IF EFFECTIVE) WILL BE MARKED INDICATING DISPOSITION OF THE 
CANCELLED MESSAGE AND RETAINED IN THE COMMUNICATION CENTER 
FILE. 


C. GENERAL MESSAGES ARE RETAINED UNTIL Upavdeceb OR uf eecen 


al a 


CLASS NOTES WEEK SIX PROCEDURE (6-2~3 ) 


TITLE: INTRCDUCTION TO MESSAGE FILES 


CBJECTIVES: UPON CCuPLETICN OF THIS LESSCN YOU wILL BE ABLE TOs: 


I. 


EXPLAIN THE PURPOSE, CONTENT, FILING ORDER AD RETENTICN PERIC@ 


OF THE BROADCAST FILE. 


II. STATE THE RETENTICN PERICDS FOR MESSAGES PERTAINING TO DISTRESS, 


III. 


CLAIMS. AND CCMPLAINTS, AND HISTCRICAL INFORMATION. 
STATE WHICH FILES wAY BE CCWIBINED,. 


omen eam ome poet cnet emetic et remanent maak mare emer tec ame ent ain aoe 


I. BROADCAST FILE. 


Ae 
Be 
Ce 


D. 
Ee 


PROVIDES A CO PREHE! NSIVE RECORD _ OF i VESSAGES TRANSMIT ED CVER THE 

FLEET BR :OADCAST | 

WILL CONTAIN A COPY CR FILLER CN é¢eei¥ MESSAGE RECEIVED CR 
TRANSMITTED BY THE BROADCAST siETHCD. ; ee 

FILED IN SERIAL NUMBER CRDER. (ficc Osho des Puce) 
CLASSIFIED ACCCRDING TO THE HIGHEST CLASS IFICATION CONTAINED iN THE FILE. 
RETAINED 

1. AFLOAT COMMANDS 
22 ASHORE COMMANDS : 


sh 
jaf 


Jeane aoe Tae 


III. COMBINING PITES~ 


A. 


ott Be 


THE COMMUNICATIONS CENTER FILE, CRYPTCCENTER FILE, AND BROADCAST FILE 
NAY BE COWRINE 


THE GENERAT. MESSAGE CANNOT BE COMBINED WITH ANY OTHER FILE. 


CLASS NOTES — PROCEDURE EEK SIX (6-3-1) 


TITLEs 


PUBLICATION CORRECTIONS 


OBJECTIVES: UPON CONPLETION OF THIS LESSON YOU WILL BE ABLE TOs 


le 


Il. 


T}l. 


METHODS USED TO DISTRIBUTE CORRECTIONS 


NAME AND DESCRIBE THE FOUR ETHODS USED TO DISTRIBUTE 
CORRECTIONS AND CHANGES TO PUBLICATIONS, 


STATE THE PRESCRIBED PROCEDURES FOR ENTERING PEN AND INK, 
CUT-OUTS, AND PAGE CHANGES TO PUBLICATIONS, 


ENTER, PEN AND INK CORRECTIONS TO PUBLICATIONS FOLLOWING 
PRESCRIBED PROCEDURES, 
7 
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AND CHANGES TO PUBLICATIONS 
A. ERRATA 


\ ARECTLON:s DISTRIBUT- 
“TTTH A PUBLICATION AT THE TIE 
OF ITS INITIAL DISTRIBUTION 


a ee 


B. 4 . ; Barre Cg fkas -) F ‘ 
CHANGE (Pe wren eu Weed 1 ONcy CHANae wiihcl 
i. Seria Numeetep elie HEE woe 
e NSIUST PEN AND [NK CE IANGES CA . «4 
CUT-OUTS, AND NEY PAGE CHANG See Notade Bee Ss 


C. NUMERICAL WESSAGE CORRECTION 


“PUBLICATIONS T RECUTRING AAP ID 
DISSEMTNATION 


2, ASSIGNED TO NUMBER DESIGNATION 
«SEPERATED BY A SLANT SIGN 


+ (A) FIRST NUUIBER INDICATES 
SENUENTIAL NUMBER OF TH 
MESSAGE CORAECTION 


ee ee ee ee ee ee ee ee ee ee ey 


mus 


.{B). LAST NUMBES INDICATES 

oe PAINTED CHANGE “HICH WILL 
24 INCORPORATE THAT PAATICULAR 
, ’ COARECTIEON 


a ee ee ee ee a a ao 


D. REGISTERED PUBLLCATLON MEMORANDUM 
CORMEC! TON 


Ce 


ASSIGNED TJO NUMBER DESIGNATION 
SEPERATED BY A SLANT SIGN 


(A) FIRST NUMBER INDICATES 
{ SEQUENTIAL NUMBER OF THE 
MESSAGE CORRECTION 


'(B) LAST NUMBER INDICATES 

‘ PRINTED CHANGE WHICH WILL 
INCORPORATE THAT PARTICULAR 
CORRECTION 


Pl. PROCEDURES FOR ENTENING CHANGES OR 
CORRECTIONS 


A, PEN AND INK 


1, 


ANY DARK INK, EXCEPT RED, SHALL 
BE USED FOR PEN AND INK ENTRIES, 


(A) RED INK 1S NOT VISIBLE UNDER 
RED LIGHTS USED AT SEA 


LENGTHY PEN AND INK CORRECTIONS 
SHOULD BE TYP ED AND PASTED IN 


AFTER ENTRY OF A PEN AND INK 
CORRECTION, A NOTATION SiALL BE 
MADE IN THE iWARGIN ADJACENT TO 
THE ENTRY AS 7O THE SOUR CE OF 
THE CORRECTION 


B. CUT=OUTS 


1 


Ce 


ALL MATTER SUPERSEDED BY A 
CUT-OUT SHALL BE DELETED IN INK 
BEFORE INSERTING THE CUT-OUT 


FLAPS SHALL BE USED ONLY IF 
THERE 1S NO ROOM TO CEMENT THE 
CUT-OUT FLAP ON THE PAGE 


Fam eS SD a a a ea 


sAne Px ASumefiete 
MEStdAGE Cohlecrca eRe T 


Fs 


PaRs, 


use off RA€GISTERED 


INS CZAR OF DWC. Puds. 


C, PAGE CHANGES 


1. A PAGE CHECK SHALL BE CONDUCTED 
AND PROPERLY RECORDED IN. THE 
"RECORD OF PAGE CHECKS® UPON 
COMPLETION OF ENTRY OF ANY 
PAGE CHANGE 


ye- LOOSE-LEAF PUBLICATIONS SHALL 
x BE REBOUND PalO’ TO MAKING 
PAGE CHECKS 


NOTEs UPON COMPLETION OF A CHANGE 08 
CORRECTION ENTER APPROPRIATE 
INFORMATION ON THE "RECORD OF 
CORRECTIONS" PAGE, 
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CLASS NOTES WEEK SIX PROCEDURE (6=4=1) 
TITLE: COMMONLY USED PUBLICATIONS 
OBJECTIVES: UPON COMPLETION OF THIS LESSON YOU ILL BE ABLE TOs 
[. DESCRIBE THE GENERAL CONTENTS OF DNC-5 
If. DESCRIBE THE GENERAL CONTENTS OF NUP-16 
I11, DESCRIBE AND STATE THE PURPOSE OF CHAPTER 16, NuP-16 


a re ed rae ee 


“1, DNC+5 U.S. NAVAL AL COMMUNICATIONS INSTRUCH 
tIONS “AND Pc PROCEDURES 


Ae cone GENERAL INFORMATION ON COM= 
MUNICATION PROCEDUNES “THIN THE NAVAL 
FORCES 


B. DNC=5 IS DESIGNED TO SUPPORT AND 
AWPLIFY NYUP-16 


Ce LE_DNG=5 CONFLICTS “ITH A JANAP OR 
7A ACP, THE JANAP O83 ACP WILL BE FOLLOWED 


Nia ji> NAW 


wilde 2 Pa, 


Lt. NWPH16 BASIC OPERATIONAL COMMUNICATION 
DOCTRINE 


CONTAINS BASIC DOCTRINE AND PROCEDURES FOR 
THE GUIDANCE OF OPERATING FORCES If THE 
NAVY AND MARINE CORPS 


« NYP=16, CHAPTER 16 


A. TITLE: CQUMUNICATION ACTIONS ON 
DECLARATION OF AR ‘ Cehteen eh iheceiearees ly 


Be. IF WAR OR OTHER NATIONAL Ew ERGENCY 
WERE DECLARED THE RADIOMEN ‘IOULD 
FOLLOW THE PROCEDURES OUTLINED IN 
THE CHAPTER 
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